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[bookmark: _Toc342639502][bookmark: _Toc342639610][bookmark: _Toc342639735][bookmark: _Toc342639878][bookmark: _Toc421178315]1. Build HTTP/HTTPS Server
[bookmark: _Toc342639503][bookmark: _Toc342639611][bookmark: _Toc342639736][bookmark: _Toc342639879][bookmark: _Toc421178316]1.1 The Auto Provisioning Working Principle
  1. Build the HTTP/HTTPS server
  2. Place the Auto Provisioning related file (configuration file/software/kernel) on the server.
  3. Connect the phone by entering the server URL and download the file to update the phone’s configuration data or upgrade the software/kernel
  4. There are three ways to start Auto Provisioning:
* Booting Checked: Auto Provision when the phone boots up
* Auto Provision Now (manually triggered)
* Time-scheduled Auto Provisioning
[bookmark: _Toc342639504][bookmark: _Toc342639612][bookmark: _Toc342639737][bookmark: _Toc342639880][bookmark: _Toc421178317]1.2 Build HTTP/HTTPS Server
The Auto Provisioning server doesn’t distinguish the type of the server; it only needs the server to support the HTTP/HTTPS protocol.

If you already built an HTTP/HTTPS server, you only need to place some related auto provision files on the server and configure the parameter settings on the auto provision web page.

If you have not set up an HTTP/HTTPS Server, we suggest downloading the server SW from the Internet.
Http server: hfs server

If you finished building your HTTP/HTTPS server, you can place an auto provision file on the server and configure the parameters on the auto provision web page.
[bookmark: _Toc342639505][bookmark: _Toc342639613][bookmark: _Toc342639738][bookmark: _Toc342639881][bookmark: _Toc421178318][bookmark: _Toc342639614][bookmark: _Toc342639739]2. Place the configure file/software/kernel in Server
When the software or kernel auto-provisioning is enabled, CFT 1200 IP will check the software and kernel version at first, so we need to make some pre-configuration on the provisioning server.
[bookmark: _Toc342639506][bookmark: _Toc342639615][bookmark: _Toc342639740][bookmark: _Toc342639882][bookmark: _Toc421178319]2.1 Auto Provision for Software
1. Create a notepad file named “FD0001200.cfg”.
2. Open the notepad file “FD0001200.cfg” and write the new software file name in it, the software file name format must be like this: S2_COMfortel_1200_MD5_version3.4.2.3-7322
Write down the new version you want to upgrade and save it on your provisioning server.
 *Please note that if the version is the same (or older) as the one on your phone, auto-provision of your software will not be executed.
3. After this, upload the new software file to the HTTP/HTTPS provisioning server and complete the pre-configuration steps.
[bookmark: _Toc342639507][bookmark: _Toc342639616][bookmark: _Toc342639741][bookmark: _Toc342639883][bookmark: _Toc421178320]2.2 Auto Provision for Kernel
1. Create a file named “KD0001200.cfg”, e.g. with Notepad.
2. Open the file “KD0001200.cfg” with a text editor (e.g. Notepad) and write the new kernel name in it, the kernel file name format must like this: 
K2_uImage_100N_version2.7.2
Write down the new version you want to upgrade and save it on your provisioning server.
 *Please note that if the version is the same as the one on your phone, auto-provision of your kernel would be not available.
3. After this, upload the new kernel to the HTTP/HTTPS provisioning server and complete the pre-configuration steps.
[bookmark: _Toc342639508][bookmark: _Toc342639617][bookmark: _Toc342639742][bookmark: _Toc342639884][bookmark: _Toc421178321]2.3 Auto Provision for Configure file
· Name of configuration file:
The configuration file on the provisioning server is named as the MAC address of the CFT 1200 IP itself. CFT 1200 IP supports two different configuration files for auto-provision: 
1. Normal Configuration file:
Normal Configuration file is the configuration file of the phone. You can download it from your phone (You can see the following chapter to see how to download a configuration file from the phone) and modify it by yourself.
· The Normal Configuration file can be separated into:
· Global parameters configuration file：for example Audio Codecs, Volume levels, Server URL, etc. Add these global parameters to a file as named Public.xml.

Reference XML document： 
· Private parameters configuration file: for example, specific account configurations by phone, the filename format must be MAC.xml, for example 001122334455.xml.

Reference XML document： 

2. How to create the Configuration file
· Download a configuration file from your phone:
You can download a configuration file from your phone by HTTP as follow:
1. Open the web page of your IP phone, click “Phone Maintenance”>“HTTP Upgrade”; 
2. Then click “Download” of Configuration:
[image: ]
3. If you want to use this file to auto-provision, you just need to modify it by yourself and rename it to the MAC address of your Phone with an .xml suffix.
· Create the Configuration file manually
If you want to create the Configuration file manually, you must read this reference document about the Configuration file format details with explanations of the main parameters of the Configuration file:


[bookmark: _Toc342639509][bookmark: _Toc342639618][bookmark: _Toc342639743][bookmark: _Toc342639885][bookmark: _Toc421178322]2.4 Auto Provision for Expansion
The Extern.xml includes the settings of programmable buttons on the phone and all Expansion Modules (Expansion Modules do not apply to CFT 1200 IP). All phones can download the settings from the same file and they will have the same settings (for example, Speed-dial, BLF and so on).
  *You can’t rename the file on the provisioning server. The file name is fixed to Extern.xml.

 Reference XML document: 

[bookmark: _Toc342639510][bookmark: _Toc342639619][bookmark: _Toc342639744][bookmark: _Toc342639886][bookmark: _Toc421178323]2.5 Auto Provision for Enterprise Phonebook
COMfortel 1200 IP supports an Enterprise Phonebook and a Personal Phonebook. They use the same XML format; please refer to the reference documents.
· Enterprise Phonebook:
Enterprise Phonebook is used for all staff in your office. All phones will download a common phonebook for all employees. The file name must be Enterprise_Phonebook.xml on your provisioning server and you cannot rename it.

Reference XML document: 
 
[bookmark: _Toc342639511][bookmark: _Toc342639620][bookmark: _Toc342639745][bookmark: _Toc342639887][bookmark: _Toc421178324]2.6 Auto Provision for Personal Phonebook
· Personal Phonebook:
The Personal Phonebook is individual for each phone. The file on your provisioning server is named by the first account of your IP phone. If the IP phone’s first account is 1287, the Personal Phonebook of this phone is 1287_Phonebook.xml.

Reference XML document: 

[bookmark: _Toc342639512][bookmark: _Toc342639621][bookmark: _Toc342639746][bookmark: _Toc342639888][bookmark: _Toc421178325]3. Configure parameters in Auto Provision Web page
[bookmark: _Toc342639513][bookmark: _Toc342639622][bookmark: _Toc342639747][bookmark: _Toc342639889][bookmark: _Toc421178326]3.1 Auto Provision using DHCP Option 66
You can use HTTP for auto-provision of the phone. If you don’t use option 66, you can jump to section 3.2.
[bookmark: _Toc421178327]3.2 Configure parameters in Auto Provision Web page
· Login in to the phone’s web UI:
1. Input the IP Phone’s IP Address in browser;
2. Enter user and password with “root” then open the web page;
3. Click “Phone Maintenance” and select “Auto Provision”;
4. select like as follows:
[image: cid:image001.png@01D033D3.3FB50B90]
Supported protocols for Auto-Provisioning: HTTP/HTTPS
The format with provisioning server URL is:
HTTPS:
HTTPS://update.auerswald.de/comfortel1200IP is the default Software Server URL

Notice: You only need input the URL path, don’t need input the filename.

· Auto Download Software:
Download software from server and upgrade it automatically.
· Auto Download Kernel:
Download kernel from server and upgrade it automatically.
· Auto Download Configuration File:
Download configuration file from server and update it automatically.
· Auto Download Enterprise Phonebook:
Download Enterprise Phonebook from server and update it automatically.
· Auto Download Personal Phonebook:
Download Personal Phonebook from server and update it automatically.
· Booting Checked:
Check all items you had selected and upgrade/update them when the phone boot
· Auto Provision Frequency:
The auto provision Frequency which you want.
· Auto Provision Time:
The time you want to execute auto-provision.
· Timing Auto Provision
Examples of Auto Provision Frequency and Time:
1) When you set the Auto Provision Frequency and disable Auto Provision Time (set to None), the Auto Provision function will work after the Auto Provision Frequency; 
2) When you set both Auto Provision Frequency and Auto Provision Time, for example:
You set the Auto Provision Frequency to 24 hours, and the Auto Provision Time to 2:00 at 8:00 today (1, Jan), it will pass 24 hours at first and work at the nearest 2:00, it means that the Auto Provision function will work at 2:00 on the day after tomorrow (3, Jan).
Therefore, if you want this function work at 23:00 tonight and it is 8:00 now, you need to set the Auto Provision Frequency to 0 hours and the Auto Provision Time to 23:00.
3) If you finished the configuration of Auto Provision Frequency and Auto Provision Time, you can click the button of “Reset Timing” and timing is finished.
4) Auto Provision Next Time: shows next start time for Auto Provisioning

· AES Encryption:
[bookmark: _GoBack]AES encryption is used for all the setting files of your phone (include configuration file, Expansion file, Enterprise/Personal Phonebook etc. You just need to enable the AES Encryption function and input the AES Key matching the one on your server on.

[bookmark: _MON_1416378074][bookmark: _MON_1416378175][bookmark: _MON_1480399363]Reference AES Encryption documents: 
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XML file  instructions.xls


XML file instructions.xls
MAC.xml

		Name		type		default value		allowed values		Unit		main category		Category		Description		requires reboot

		Phone Setting > Advanced  > Audio																No

		EchoSuppression		boolean		0		0=off; 1=on				SipDSPs		dsp		Echo Suppression Mode		No

		HandInputVoice		int		5		[1~9]		level		SipDSPs		dsp		Handset Output volume		No

		HandOutputVoice		int		6		[1~7]		level		SipDSPs		dsp		Handset Input volume		No

		EarphoneInputVoice		int		5		[1~9]		level		SipDSPs		dsp		Headset Output volume		No

		EarphoneOutputVoice		int		3		[1~7]		level		SipDSPs		dsp		Headset Input volume		No

		RingTypeVoice		int		3		[1~9]		level		SipDSPs		dsp		Ring Volume		No

		RTPsize		int		1		0=10ms; 1=20ms; 2=30ms				SipDSPs		dsp		Payload Length		No

		HandFreeInputVoice		int		5		[1~9]		level		SipDSPs		dsp		SpeakerPhone Output volume		No

		HandFreeOutputVoice		int		3		[1~7]		level		SipDSPs		dsp		SpeakerPhone Input volume		No

		VoEnableVAD		boolean		0		0=off; 1=on				SipDSPs		dsp		VAD		No

		ringfileName0~ringfileName9		string		empty		[0~20]				SipDSPs		dsp		1st - 10th uploaded Ring FileName, For exmple,Upload a ring filename is "a.mp3", then ringfileName0="a.mp3" or ringfileName9="a.mp3"		No

		CurrentRingName		string		Ring1		[0~20]				SipDSPs		dsp		selected Ring Name		No

		enableCode0~enableCode8		string		enableCode0=G711A;enableCode1=G711U;enableCode2=G722;enableCode3=iLBC;		G722\G711A\G711U\G729\G723\ILBC\G726_32				SipDSPs		dsp		1st - 9th enableCode name		No

		CodecType0~CodecType8		int		CodecType="0" CodecType1="1" CodecType2="4" CodecType3="5"
CodecType5="255" CodecType6="255" CodecType7="255" CodecType8="255"		G722\G711A\G711U\G729A\G723\ILBC\G726_32				SipDSPs		dsp		1st - 9th enableCode name (ID)		No

		disableCode0~disableCode8		string		disableCode0=;disableCode1=		G722\G711A\G711U\G729A\G723\ILBC\G726_32				SipDSPs		dsp		1th - 9th disableCode name		No

		HighG723		boolean		1		0=off; 1=on				SipDSPs		dsp		High Rate of G723.1		No

		ToneCountry		int		1		1=China; 2=USA; 3=India; 4=UK;5=Austrlia;6=New Zealand;7=Russia;8=Hong Kong;9=Indonesia;10=Germany;11=Netherlands;12=France				SipDSPs		dsp		The Tone Select Country		No

		JITTERBUFFER		int		0		0= Adaptive; 1= Fixed				SipDSPs		dsp		JITTER BUFFER		No

		MinDelay		int		60		[1~65535]				SipDSPs		dsp		Min Delay		No

		MaxDelay		int		500		[1~65535]				SipDSPs		dsp		MaxDelay		No

		NormalDelay		int		120		[1~65535]				SipDSPs		dsp		Norma lDelay		No

		SideTone		boolean		0		0=off; 1=on				SipDSPs		dsp		SideTone		No

		Phone Setting > Advanced  > Ring										SipDSPs		dsp				No

		InternalRingerText0~InternalRingerText9		string		Ring1		0-50				SipDSPs		dsp		This Internal ringer text enables the server to distinguish between internal and external rings. The trace head-info must include "Alert-Info: ;info=".		No

		InternalRingerFile0~InternalRingerFile9		string		Ring1		0-50				SipDSPs		dsp		According to the defined Internal ring text, play the corresponding Internal Ring File.		No

		Phone Maintenance > Advanced > Auto Provision										SipDSPs		dsp				No

		AutoPrivisionFlag		boolean		1		0=off; 1=on				Privisions		privision		AutoPrivisionFlag		No

		Freqency		int		168		[1~199]		Hour		Privisions		privision		Freqency		No

		time		int		24		0=0:00,1=1:00 …. 22=22:00, 23=23:00 ,24=None				Privisions		privision		Auto Provision Time		No

		protocol		int		3		0=TFTP; 1=http; 2=ftp;3=https				Privisions		privision		Auto Provision Protocol		No

		Firmware		string		update.auerswald.de/comfortel1200ip/		[0~128]				Privisions		privision		Server IP or domain		No

		RedireURL		string		https://connect.redirect.auerswald.de		[0~128]				Privisions		privision		Redirect   URL		No

		username		string		empty		[0~20]				Privisions		privision		HTTP/HTTPS/FTP  username		No

		password		string		empty		[0~20]				Privisions		privision		HTTP/HTTPS/FTP  Password		No

		DownloadFirmwar		boolean		1		0=off; 1=on				Privisions		privision		Auto Download Software		No

		Downloadconfig		boolean		1		0=off; 1=on				Privisions		privision		Auto Download Config File		No

		DownloadKernel		boolean		1		0=off; 1=on				Privisions		privision		Auto Download Kernel		No

		DownloadPhonebook		boolean		1		0=off; 1=on				Privisions		privision		Auto Download Enterprise Phonebook		No

		DownloadPersonPhonebook		boolean		1		0=off; 1=on				Privisions		privision		Auto Download Personal Phonebook		No

		DownloadBroadsoft		boolean		0		0=off; 1=on				Privisions		privision		Broadsoft Compatiblity		No

		DownloadExtension		boolean		1		0=off; 1=on				Privisions		privision		Auto Download Expension		No

		Bootingchecked		boolean		1		0=off; 1=on				Privisions		privision		Booting Checked		No

		DownloadFilename		int		0		0=defualt;1=upper case;2=lower case				Privisions		privision		Download Filename upper case or lower case		No

		PNP		boolean		1		0=off; 1=on				Privisions		privision		PNP Enable		No

		PNPPIN		string		empty		[0~128]				Privisions		privision		PNP PIN Number		No

		PNPInterval		int		60		1-3600		minutes		Privisions		privision		PNP Interval		No

		Network > LAN Port > Network																No

		DefaultGateways		ip address		192.168.0.1		ip address				Networks		network		Gateway IP		No

		NetConfigType		int		2		0=Static; 1=PPPOE; 2=DHCP				Networks		network		Get IP Type		Yes

		IPAddress		ip address		192.168.0.200		ip address				Networks		network		Static IP		Yes

		IPDNS		ip address		192.168.0.1		ip address				Networks		network		Primary DNS		No

		SecondDNS		ip address		0.0.0.0		ip address				Networks		network		Second DNS		No

		SubnetMask		ip address		empty		ip address				Networks		network		Static IP Subnet Mask		No

		UsrKey		string		empty		[0~32]				Networks		network		PPPOE Password		No

		UsrName		string		empty		[0~32]				Networks		network		PPPOE Username		No

		MTU		int		1500		[1~65535]				Networks		network		PPPOE MTU		No

		WebPort		int		80		[1~65535]				Networks		network		Web Port		No

		AutoGetDNS		int		1		0=Auto; 1=Manual				Networks		network		Get DNS Type		No

		Hostname		string		empty		[0~32]				Networks		network		DHCP option 12		No

		Manufacturer		string		empty		[0~32]				Networks		network		DHCP option 60		No

		TelnetPort		int		23		[1~65535]				Networks		newTelnet		Telnet Port		No

		Network > LAN Port >  Advance > Pagings																No

		PagingEnableOne		boolean		0		0=off; 1=on				Pagings		paging		1st Paging Enable		No

		PagingDomainOne		string		empty		[0~50]				Pagings		paging		1st Paging IP or Domain		No

		PagingGroupPortOne		int		10000		[1~65535]				Pagings		paging		1st Paging Port		No

		PagingEnableTwo		boolean		0		0=off; 1=on				Pagings		paging		2nd Paging Enable		No

		PagingDomainTwo		string		empty		[0~50]				Pagings		paging		2nd Paging IP or Domain		No

		PagingGroupPortTwo		int		10000		[1~65535]				Pagings		paging		2nd Paging Port		No

		PagingEnableThree		boolean		0		0=off; 1=on				Pagings		paging		3rd Paging Enable		No

		PagingDomainThree		string		empty		[0~50]				Pagings		paging		3rd Paging IP or Domain		No

		PagingGroupPortThree		int		10000		[1~65535]				Pagings		paging		3rd Paging Port		No

		PagingEnableFour		boolean		0		0=off; 1=on				Pagings		paging		4th Paging Enable		No

		PagingDomainFour		string		empty		[0~50]				Pagings		paging		4th Paging IP or Domain		No

		PagingGroupPortFour		int		10000		[1~65535]				Pagings		paging		4th Paging Port		No

		PagingEnableFive		boolean		0		0=off; 1=on				Pagings		paging		5th Paging Enable		No

		PagingDomainFive		string		empty		[0~50]				Pagings		paging		5th Paging IP or Domain		No

		PagingGroupPortFive		int		10000		[1~65535]				Pagings		paging		5th Paging Port		No

		Network > PC Port																No

		PCPortMode		int		0		0=Brigde; 1=Router				NATs		nat		PC Port Work Mode		No

		PCPortIPAddress		ip address		empty		ip address				NATs		nat		PC Port IP Address		No

		PCPortIPMask		ip address		empty		ip address				NATs		nat		PC Port Netmask		No

		DHCPServerEnable		boolean		0		0=off; 1=on				NATs		nat		DHCP Server Enable		No

		DHCPStartAddres		ip address		empty		ip address				NATs		nat		DHCP Start  IP Address		No

		DHCPEndAddress		ip address		empty		ip address				NATs		nat		DHCP End  IP Address		No

		Network > LAN Port >  Advance >  Socket5 Proxy Server																No

		ProxyServerEnable		boolean		0		0=off; 1=on				Proxys		proxy		Proxy Server Enable		No

		ProxyServerPort		int		1080		[1~65535]				Proxys		proxy		Proxy Server port range		No

		AnonymousLogin		boolean		1		0=off; 1=on				Proxys		proxy		Proxy Server Anonymous Login		No

		ProxyServerDomain		string		empty		[0~32]				Proxys		proxy		Proxy Server IP or Domain		No

		Username		string		empty		[0~32]				Proxys		proxy		Proxy Server Username		No

		Password		string		empty		[0~32]				Proxys		proxy		Proxy Server Password		No

		Phone Setting > Basic > Call																No

		LocalPort		int		5060		[1~65535]				sipServers		sipserver		Local SIP port		No

		BeginPort		int		10000		[1~65535]				sipServers		sipserver		RTP Port Start		No

		EndPort		int		20000		[1~65535]				sipServers		sipserver		RTP Port End		No

		AffiliatedPortEnable		boolean		1		0=off; 1=on				sipServers		sipserver		Register Affiliated Port		No

		P-Asserted-Identity		boolean		1		0=off; 1=on				sipServers		sipserver		P-Asserted-Identity Enable		No

		SipSessionTimeT1		int		0.5		[0-255];		seconds		sipServers		sipserver		SIP Session Timer  T1		No

		SipSessionTimeT2		int		4		[0-255];		seconds		sipServers		sipserver		SIP Session Timer  T2		No

		SipSessionTimeT4		int		5		[0-255];		seconds		sipServers		sipserver		SIP Session Timer  T4		No

		Phone Setting > Basic > Basic																No

		NoAnswerTime		int		70		[20~1800]		seconds		syss		sys		Called No AnswerTime		No

		NoAnswerTimeEnable		boolean		1		0=off; 1=on				syss		sys		Called No Answer Time Enable		No

		NetworkPacket		boolean		0		0=off; 1=on				syss		sys		Network Packet Mirroring		No

		voicemail		boolean		1		0=off; 1=on				syss		sys		Booking Voicemail		No

		PoundSendType		int		0		0=#; 1=%23				syss		sys		Send # SIP Packet Type		No

		voicemailToneEnable		boolean		0		0=off; 1=on				syss		sys		Play Voicemail Tone		No

		PhonebookSearch		int		1		0= Accurate Search; 1=T9				syss		sys		Phonebook Search		No

		CallerNoAnswerTime		int		180		[90~1800]		seconds		syss		sys		Caller No AnswerTime		No

		CallerNoAnswerTimeEnable		boolean		1		0=off; 1=on				syss		sys		Caller No Answer Time Enable		No

		Phone Setting > Basic > DMTF Config																No

		DTMFSendType		int		0		0=RFC 2833; 1= Inband; 2=SIP Info; 3=Auto				DTMEFs		DTMF		DTMF type		No

		RFC2833CodeId		int		101		[1~65535]				DTMEFs		DTMF		RFC 2833 PayLoad		No

		Phone Setting > Basic  > Basic and Call																No

		AutoAnswerNum		string		123		[0~32]				calls		call		Pickup Code		No

		CallLeaveMessageNum		string		97		[0~32]				calls		call		Message		No

		AutoAnswerEnableFlag		boolean		0		0=Off; 1=On; 2= Turn On But Filter This Group				calls		call		Auto Answer		No

		AutoAnswerEnableGroupName		string		empty		[0~32]				calls		call		Turn On But Filter This Group Name		No

		AutoAnswerMode		boolean		0		0=Hands Free; 1=Handle 2=Headset				calls		call		Auto Answer Mode		No

		CallBusyTone		boolean		0		0=off; 1=on				calls		call		Play Hangup Tone		No

		ShowPhonelist		boolean		0		0=off; 1=on				calls		call		Missed shown in 'Calllog'		No

		forkEnableFlag		boolean		1		0=off; 1=on				calls		call		Hook		No

		forktime		int		500		[100~1600]				calls		call		Hook Frequency		No

		Unconditional		boolean		0		0=off; 1=on				calls		call		VOIP Call Forward Always		No

		UnconditionalNum		string		empty		[0~32]				calls		call		VOIP Call Forward Always Number		No

		busytransfer		boolean		0		0=off; 1=on				calls		call		VOIP Call Forward If Busy		No

		busytransferNum		string		empty		[0~32]				calls		call		VOIP Call Forward If Busy Number		No

		UnAnswer		boolean		0		0=off; 1=on				calls		call		VOIP Call Forward If No Answer		No

		UnAnswerNum		string		empty		[0~32]				calls		call		VOIP Call Forward If No Answer Number		No

		RingFrequency		int		15		[1 ~15]		seconds		calls		call		VOIP Call Forward  Ring Frequency		No

		PlaycallwaitingTone		int		0		0=off; 1=current active; device; 2=alaways speaker				calls		call		The Way of Play Call Waiting Tone		No

		MisscallDisEnable		boolean		1		0=off; 1=on				calls		call		Miss Call Display		No

		PickupEnable		boolean		1		0=off; 1=on				calls		call		Pickup function enable		No

		ConfEndMethod		int		0		0=all endcall; 1=others phones still keep				calls		call		conference endcall method		No

		SIPQos		int		23		[1-255]				calls		call		SIP Qos		No

		RTPQos		int		26		[1-255]				calls		call		RTP Qos		No

		PlaycallwaitingToneFreqency		int		10		[5~60]		seconds		calls		call		Call Waiting Tone Freqency		No

		callwaiting		boolean		1		0=off; 1=on				calls		call		Call Waiting		No

		ReturnCodeWhenRefuse		int		0		0=603; 1=404; 2=480; 3=486				calls		call		Return code when refuse		No

		ReturnCodeWhenDND		int		0		0=603; 1=404; 2=480; 3=486				calls		call		Return code when DND		No

		FlashHookTime		int		500		[1~800]		miliseconds		calls		call		Flash hook time		No

		DNDSoftkeyEnable		boolean		1		0=off; 1=on				calls		call		DND Softkey Enable		No

		CallListSaveEnable		boolean		1		0=off; 1=on				calls		call		CallList Save Enable		No		enum

		BLFTransferEnable		boolean		0		0=off; 1=on				calls		call		BLF Transfer Enable		No		boolean

		BLFTransferMode		int		0		0=blind; 1= Attended				calls		call		BLF Transfer Mode		No		uint32

		FlashHookEnable		boolean		0		0=off; 1=on				calls		call		Flash hook Enable		No		list		eg: 8,0,18

		HoldPlayToneEnable		boolean		1		0=off; 1=on				calls		call		Hold Play Tone Enable		No		uint16

		HoldPlayToneFreqency		int		30		[5~60]		seconds		calls		call		Hold Play Tone Freqency		No		ipaddress		192.1.1.1

		SuppressDTMFDisplay		boolean		0		0=off; 1=on				calls		call		Display ***** When Dail DTMF		No

		SIP100RelEnable		boolean		0		0=off; 1=on				calls		call		SIP 100Rel Enable		No

		CallerIDSource		int		0		0=FROM;1=PAI				calls		call		Caller ID Source:FORM OR PAI		No

		LLDP		boolean		1		0=off; 1=on				calls		call		LLDP Enable		No

		LLDPInterval		int		60		[1~3600]		seconds		calls		call		LLDP Interval		No

		Phone Setting > Basic  > Time Settings																No

		SNTPAddress		string		pool.ntp.org		[0~50]				SysTimes		systime		SNTP Server		No

		SNTPAddressBackup		string		pool.ntp.org		[0~50]								SNTP Backup Serve		No

		DaylightSaveingFlag		int		0		0= auto; 2=always off; 3=always on				SysTimes		systime		Daylight Saving Time		No

		SNTPEnableFlag		boolean		0		0= SNTP 1= SIP Server 2= Manual				SysTimes		systime		Set Time Mode		No

		TimeZoneType		int		13		<option value="0" >GMT-12:00 UTC-12</option>
<option value="1" >GMT-11:00 UTC-11</option>
<option value="41" >GMT-11:00 US-Samoa</option>
<option value="36" >GMT-10:00 US-Aleutian</option>
<option value="2" >GMT-10:00 UTC-10</option>
<option value="33" >GMT-10:00 US-Hawaii</option>
<option value="3" >GMT-09:00 UTC-9</option>
<option value="30" >GMT-09:00 US-Alaska</option>
<option value="4" >GMT-08:00 California</option>
<option value="35" >GMT-08:00 US-Pacific</option>
<option value="49" >GMT-08:00 Canada(Vancouver, Whitehorse)</option>
<option value="50" >GMT-08:00 Mexico(Tijuana, Mexicali)</option>
<option value="51" >GMT-07:00 Canada(Edmonton, Calgary)</option>
<option value="52" >GMT-07:00 Mexico(Mazatlan, Chihuahua)</option>
<option value="5" >GMT-07:00 LaPaz</option>
<option value="31" >GMT-07:00 US-Arizona</option>
<option value="40" >GMT-07:00 US-Mountain</option>
<option value="53" >GMT-06:00 Canada-Manitoba(Winnipeg)</option>
<option value="54" >GMT-06:00 Chile(Easter Islands)</option>
<option value="6" >GMT-06:00 Mexico(Mexico City, Acapulco)</option>
<option value="37" >GMT-06:00 US-Central</option>
<option value="39" >GMT-06:00 US-Indiana-Starke</option>
<option value="7" >GMT-05:00 Lima</option>
<option value="32" >GMT-05:00 US-Eastern</option>
<option value="34" >GMT-05:00 US-Michigan</option>
<option value="38" >GMT-05:00 US-East-Indiana</option>
<option value="55" >GMT-05:00 Bahamas(Nassau)</option>
<option value="56" >GMT-05:00 Canada(Montreal, Ottawa, Quebec)</option>
<option value="57" >GMT-05:00 Cuba(Havana)</option>
<option value="58" >GMT-04:30 Venezuela(Caracas)</option>
<option value="8" >GMT-04:00 Santiago de Chile</option>
<option value="42" >GMT-04:00 Canada-Atlantic</option>
<option value="59" >GMT-04:00 Paraguay(Asuncion)</option>
<option value="60" >GMT-04:00 United kingdom-Bermuda(Bermuda)</option>
<option value="61" >GMT-04:00 United kingdom(Falkland Islands)</option>
<option value="62" >GMT-04:00 Trinidad & Tobago</option>
<option value="43" >GMT-03:30 Canada-Newfoundland(St. Johns)</option>
<option value="9" >GMT-03:00 Brasil(Brasilia)</option>
<option value="63" >GMT-03:00 Denmark-Greenland(Nuuk)</option>
<option value="64" >GMT-03:00 Argentina(Buenos Aires)</option>
<option value="10" >GMT-02:00 UTC-02</option>
<option value="11" >GMT-01:00 Arquipelago Dos Acores</option>
<option value="65" >GMT-01:00 Portugal(Azores)</option>
<option value="12" >GMT Greenwich Mean Time</option>
<option value="66" >GMT+00:00 Greenland</option>
<option value="67" >GMT+00:00 Denmark-Faroe Islands(Torshavn)</option>
<option value="68" >GMT+00:00 Irelan(Dublin)</option>
<option value="69" >GMT+00:00 Portugal(Lisboa, Porto, Funchal)</option>
<option value="70" >GMT+00:00 Spain-Canary Islands(Las Palmas)</option>
<option value="71" >GMT+00:00 United-Kingdom(London)</option>
<option value="72" >GMT+00:00 Morocco</option>
<option value="73" >GMT+01:00 Albania(Tirane)</option>
<option value="74" >GMT+01:00 Austria(Vienna)</option>
<option value="75" >GMT+01:00 Belgium(Brussels)</option>
<option value="76" >GMT+01:00 Caicos</option>
<option value="77" >GMT+01:00 Chad</option>
<option value="78" >GMT+01:00 Spain(Madrid)</option>
<option value="79" >GMT+01:00 Croatia(Zagreb)</option>
<option value="80" >GMT+01:00 Czech Republic(Prague)</option>
<option value="81" >GMT+01:00 Denmark(Kopenhagen)</option>
<option value="82" >GMT+01:00 France(Paris)</option>
<option value="13" selected>GMT+01:00 Germany(Berlin)</option>
<option value="83" >GMT+01:00 Hungary(Budapest)</option>
<option value="84" >GMT+01:00 Italy(Rome)</option>
<option value="85" >GMT+01:00 Luxembourg(Luxembourg)</option>
<option value="86" >GMT+01:00 Macedonia(Skopje)</option>
<option value="87" >GMT+01:00 Netherlands(Amsterdam)</option>
<option value="88" >GMT+01:00 Namibia(Windhoek)</option>
<option value="89" >GMT+02:00 Estonia(Tallinn)</option>
<option value="90" >GMT+02:00 Finland(Helsinki)</option>
<option value="91" >GMT+02:00 Gaza Strip(Gaza)</option>
<option value="92" >GMT+02:00 Greece(Athens)</option>
<option value="93" >GMT+02:00 Jordan(Amman)</option>
<option value="94" >GMT+02:00 Latvia(Riga)</option>
<option value="95" >GMT+02:00 Lebanon(Beirut)</option>
<option value="96" >GMT+02:00 Moldova(Kishinev)</option>
<option value="97" >GMT+02:00 Russia(Kaliningrad)</option>
<option value="14" >GMT+02:00 Egypt(Cairo)</option>
<option value="45" >GMT+02:00 Israel(Tel Aviv)</option>
<option value="48" >GMT+02:00 Romania(Bucharest)</option>
<option value="98" >GMT+02:00 Syria(Damascus)</option>
<option value="99" >GMT+02:00 Turkey(Ankara)</option>
<option value="100" >GMT+02:00 Ukraine(Kyiv, Odessa)</option>
<option value="101" >GMT+03:00 East Africa Time</option>
<option value="102" >GMT+03:00 Iraq(Baghdad)</option>
<option value="15" >GMT+03:00 Russia(Moscow)</option>
<option value="47" >GMT+03:30 Iran(Teheran)</option>
<option value="103" >GMT+04:00 Armenia(Yerevan)</option>
<option value="104" >GMT+04:00 Azerbaijan(Baku)</option>
<option value="105" >GMT+04:00 Georgia(Tbilisi)</option>
<option value="106" >GMT+04:00 Kazakhstan(Aktau)</option>
<option value="107" >GMT+04:00 Russia(Samara)</option>
<option value="16" >GMT+04:00 Muscat</option>
<option value="108" >GMT+04:30 Afghanistan</option>
<option value="109" >GMT+05:00 Kazakhstan(Aqtobe)</option>
<option value="110" >GMT+05:00 Kyrgyzstan(Bishkek)</option>
<option value="17" >GMT+05:00 Pakistan(Islamabad)</option>
<option value="111" >GMT+05:00 Russia(Chelyabinsk)</option>
<option value="26" >GMT+05:30 India</option>
<option value="18" >GMT+06:00 Russia(Novosibirsk, Omsk)</option>
<option value="112" >GMT+06:00 Kazakhstan(Astana, Almaty)</option>
<option value="46" >GMT+06:30 Myanmar</option>
<option value="113" >GMT+07:00 Russia(Krasnoyarsk)</option>
<option value="19" >GMT+07:00 Thailand(Bangkok)</option>
<option value="20" >GMT+08:00 China(Beijing)</option>
<option value="114" >GMT+08:00 Singapore(Singapore)</option>
<option value="115" >GMT+08:00 Australia(Perth)</option>
<option value="116" >GMT+09:00 Korea(Seoul)</option>
<option value="21" >GMT+09:00 Japan(Tokyo)</option>
<option value="44" >GMT+09:30 Australia-Central</option>
<option value="117" >GMT+09:30 Australia(Adelaide, Darwin)</option>
<option value="22" >GMT+10:00 Sydney,Melbourne,Canberra,Brisbane,Hobart</option>
<option value="118" >GMT+10:00 Russia(Vladivostok)</option>
<option value="119" >GMT+10:30 Australia(Lord Howe Islands)</option>
<option value="120" >GMT+11:00 New Caledonia(Noumea)</option>
<option value="23" >GMT+11:00 Solomon Islands</option>
<option value="24" >GMT+12:00 New Zealand(Wellington, Auckland)</option>
<option value="121" >GMT+12:45 New Zealand(Chatham Islands)</option>
<option value="25" >GMT+13:00 Tonga(Nukualofa)</option>				SysTimes		systime		Time Zone-GMT		No

		DaySet		int		1		[1~31]				SysTimes		systime		Manual Setting Day		No

		HourSet		int		0		[0~24]				SysTimes		systime		Manual Setting Hour		No

		MinuteSet		int		0		[0~60]				SysTimes		systime		Manual Setting Minute		No

		SecondSet		int		0		[0~60]				SysTimes		systime		Manual Setting Second		No

		YearSet		int		2000		[1970~2041]				SysTimes		systime		Manual Setting Year		No

		MouthSet		int		1		[0~12]				SysTimes		systime		Manual Setting Mouth		No

		AutoAddress		int		0		0=Off  1=On				SysTimes		systime		Manual Setting SNTP Server		No

		AutoAddressBackup		int		0		0=Off  1=On				SysTimes		systime		Manual Setting SNTP Backup Server		No

		DSTtype		int		0		0=by date 1=by week				SysTimes		systime		Always on DST fix type		No

		DSTStartMonth		int		1		1-12(1=JAN,2=FEB…)				SysTimes		systime		DST Start Month by date:1-12(1=JAN,2=FEB…)		No

		DSTStartDay		int		1		[1-31]				SysTimes		systime		DST Start Day by date:1-31		No

		DSTStartHour		int		0		[0-23]				SysTimes		systime		DST Start Hour by date:0-23		No

		DSTEndMonth		int		12		1-12(1=JAN,2=FEB…)				SysTimes		systime		DST End Month by date:1-12(1=JAN,2=FEB…)		No

		DSTEndDay		int		31		[1-31]				SysTimes		systime		DST End Day by date:1-31		No

		DSTEndHour		int		23		[0-23]				SysTimes		systime		DST End Hour by date:0-23		No

		DSTWeekStartMonth		int		1		1-12(1=JAN,2=FEB…)				SysTimes		systime		DST Start Month by Week:1-12(1=JAN,2=FEB…)		No

		DSTWeekStartWeek		int		0		0-6(0=Sun,1=Mon…6=Sat)				SysTimes		systime		DST Start Day by Week:0-6(0=Sun,1=Mon…6=Sat)		No

		DSTWeekStartInMon		int		1		1-5(1=firat in month,2=second in motnth…..5=last in month)				SysTimes		systime		DST Start Week In Month by Week:1-5(1=firat in month,2=second in motnth…..5=last in month)		No

		DSTWeekStartHour		int		0		[0-23]				SysTimes		systime		DST Start Hour by Week:0-23		No

		DSTWeekEndMonth		int		12		1-12(1=JAN,2=FEB…)				SysTimes		systime		DST End Month by Week:1-12(1=JAN,2=FEB…)		No

		DSTWeekEndWeek		int		6		0-6(0=Sun,1=Mon…6=Sat)				SysTimes		systime		DST End Day by Week:0-6(0=Sun,1=Mon…6=Sat)		No

		DSTWeekEndInMonth		int		5		1-5(1=firat in month,2=second in motnth…..5=last in month)				SysTimes		systime		DST End Week In Month by Week:1-5(1=first in month,2=second in motnth…..5=last in month)		No

		DSTWeekEndHour		int		23		[0-23]				SysTimes		systime		DST End Hour by Week:0-23		No

		Offset		int		60		[1-3600]				SysTimes		systime		DST Offset Time,Default 60 Minute		No

		UpdateInterval		int		600		[1-3600]				SysTimes		systime		Update Interval		No

		Phone Setting > Basic > Call > Transfer Code																No

		TransferCodeEnable		boolean		0		0=off; 1=on				FunCodes		CallFun		Transfer Code Enable , Value:0=off   1=on		No

		TransferCodeNum		string		empty		[0-32]				FunCodes		CallFun		Transfer Code Number		No

		Phone Setting > Advanced > Dail Plan																No

		DialNumLength		int		25		[1-32]				RouteGoals		route		Dial Length Range:1-19		No

		DialOutButton		int		1		0=’*’  1=’#’				RouteGoals		route		Send Key Value:0=’*’  1=’#’		No

		DialOutMaxTime		int		5		1-99				RouteGoals		route		No Dial Timeout		No

		IPStrategyEnable		boolean		0		0=off; 1=on				RouteGoals		route		IP Strategy Enable

		Phone Setting > Advanced > Dail Plan > Add Rule																No

		id		int		0		[0-255]				RouteTabs		RouteTab		Max add 255 Dail Plan		No

		DelNumbLen		int		0		[0-32]				RouteTabs		RouteTab		Called Delete Length		No

		AddNumbString		string		empty		[0-32]				RouteTabs		RouteTab		Called Insert Number		No

		Descriptor		string		empty		[0-20]				RouteTabs		RouteTab		Descriptor		No

		PrefixNum		string		empty		[0-20]				RouteTabs		RouteTab		Prefix Number		No

		DelNumbFlag		boolean		0		0=off; 1=on				RouteTabs		RouteTab		Called Delete Enable		No

		DelNumbPostion		int		0		[0-32]				RouteTabs		RouteTab		Called Delete Postion		No

		AddNumbFlag		boolean		0		0=off; 1=on				RouteTabs		RouteTab		Called Insert Enable		No

		AddNumbPostion		int		0		[0-32]				RouteTabs		RouteTab		Called Insert Postion		No

		RouteID		int		0		[0-255]				RouteTabs		RouteTab		as same as ID		No

		Account		int		0		0=account 1 1=Account 2  127=auto				RouteTabs		RouteTab		0=account 1 1=Account 127=Auto		No

		PortNo		int		5060		[0-65535]				RouteTabs		RouteTab		Port(Default 5060)		No

		IP		ip address		0.0.0.0		[0-20]				RouteTabs		RouteTab		Rule to IP Address		No

		Phone Maintenance > Advanced > LOG																No

		LogCallGrade		int		0		0=Error 1=Warning  2=Record  3=Debuging				logs		log		Call type,Value:0=Error 1=Warning  2=Record  3=Debuging		No

		LogType		int		0		0=No Record 1=Call 2=SIP 3=DSP 4 =LCD				logs		log		Log Type,Vaue: 0=No Record 1=Call 2=SIP 3=DSP 4 =LCD		No

		LogServerAddress		string		empty		[0-50]				logs		log		Log Server Address,value:IP or Domain		No

		LogServerEnable		int		0		0=off; 1=on				logs		log		Log Server Enable  Value:0=off   1=on		No

		LogServerPort		int		514		[1~65535]				logs		log		Log Server Port  default:514		No

		Phone Setting > Basic > Call > BLF Light																No

		hotlineBLF BLF		boolean		1		0=off; 1=on				hotlineBLFs		hotlineBLFs		BLF Whether light LED		No

		LCD configure,NOT show in Web																No

		Password		string		empty		[0-20]				lcds		lcd		LCD Advince Password		No

		AvoidDisturbEnableFlag		int				0=off; 1=on				lcds		lcd		LCD DND, Value:0=off   1=on		No

		Language		int		11		0=Chinese;
1=English;
2=Russian;
3=French;
4=Spanish;
5=Portuguese;
6=Portuguese-Brazil;
7=Turkish;
8=Italian;
10=Hebrew;
11=German				lcds		lcd		LCD Language Value		No

		WebLanguage		int		11		0=Chinese;
1=English;
2=Russian;
4=Portuguese;
5=French;
6=Portuguese-Brazil;
7=Turkish;
8=Italian;
9=Spanish;
11=German				lcds		lcd		Web Language Value		No

		Light		int		3		[1-5]				lcds		lcd		LCD BackLight Level Range		No

		BackLightEnableFlag		int		0		0=Auto; 1=always on 2= always off				lcds		lcd		Back Light Mode value:0=timer 1:always on 2:always off		No

		TimeFormat		int		0		0=24 Hour 1=12 Hour				lcds		lcd		TimeFormat		No

		CloseLightTime		int		60		[1~255s]		Seconds		lcds		lcd		LCD BackLight frequency range: 1~255s		No

		Contrast		int		3		[1-5]				lcds		lcd		LCD Contrast Level Range:1-5		No

		DateFormat		int		0		1= MM DD WWW; 2=WWW MMM DD, ...., 8=WWW DD MMM)				lcds		lcd		Date Format Value 0-8 0=DD MM WWW; 1= MM DD WWW; 2=WWW MMM DD, ...., 8=WWW DD MMM)		No

		LockKeys		int		0		0=Disable; 1=Menu key; ...;4=lock & answer				lcds		lcd		Keyboard Lock Value 0-4: 0=Disable; 1=Menu key; ...;4=lock & answer		No

		PhoneLockTimeOut		int		0		[0-3600]		Seconds		lcds		lcd		Phone Lock Time Out		No

		Security > password																No

		UsrName		string		root		[0-50]				passwords		password		Web Administor username		No

		Password		string		root		[0-50]				passwords		password		Web Administor Password		No

		User		string				[0-51]				passwords		password		Web User Password		No

		UserPassword		string				[0-52]				passwords		password		Web User Password		No

		Phone Setting > Basic  > Basic > Hot Line Function																No

		HotLineState		int		0		0=off; 1=on,2=Delay				HotLineFuns		HotLineFun		Phone Setting->Hot Line Function: 0=off  1=Immediately Hot Line 2=Delay		No

		HotLineNum		string		empty		[0-32]				HotLineFuns		HotLineFun		Hot Number		No

		SIP Account 1/2 > Basic and Call																No

		id		int		0/1		1-max account num				sipUsers		sipUser		The first Account id is ‘0’,second id is '1'		No

		Describe		string		empty		[0~50]				sipUsers		sipUser		Account Describe		No

		DomainName		string		empty		[0~50]				sipUsers		sipUser		SIP Server		No

		Password		string		empty		[0~50]				sipUsers		sipUser		Account Password		No

		ProxyServerAddress		string		empty		[0~50]				sipUsers		sipUser		OutboundProxy Server		No

		RefreshTime		int		3600		[40-65535]		Seconds		sipUsers		sipUser		Register Expire Time		No

		Subscribe		int		1800		[20-65535]		Seconds		sipUsers		sipUser		Subscribe Period		No

		SecondDomainName		string		empty		[0~50]				sipUsers		sipUser		Secondary server		No

		STUNAddress		string		empty		[0~50]				sipUsers		sipUser		STUN Server		No

		STUNEnableFlag		boolean		0		0=disable 1=STUN				sipUsers		sipUser		NAT Traversal Value:0=disable 1=STUN		No

		DeviceUri		string		empty		[0~50]				sipUsers		sipUser		Device ID		No

		UserName		string		empty		[0~50]				sipUsers		sipUser		Username		No

		UserNumber		string		empty		[0~50]				sipUsers		sipUser		Display Name		No

		LinkUse		int		0		0=UDP 1=TCP 2=TLS				sipUsers		sipUser		SIP Transport Value:0=UDP 1=TCP 2=TLS		No

		PossessNumber		int		2		[1-2]				sipUsers		sipUser		Amount Of Line Account Used		No

		approveName		string		empty		[0~50]				sipUsers		sipUser		Authenticate Name		No

		RTPBegin		int		10000		[1~65535]				sipUsers		sipUser		RTP Port  Begin Range		No

		RTPEND		int		10128		[1~65535]				sipUsers		sipUser		RTP Port End Range		No

		EnableAccount		boolean		0		0=Disable 1=Enable				sipUsers		sipUser		Account is Enable?0=Disable 1=Enable		No

		AccountMode		int		0		0=VOIP 1=PSTN				sipUsers		sipUser		0=VOIP 1=PSTN		No

		AnonymousCall		boolean		0		0=off; 1=on				sipUsers		sipUser		Anonymous Call Enable,0=off 1=on		No

		UserSessionTimerEnable		boolean		0		0=off; 1=on				sipUsers		sipUser		Session Timer Enable,0=off 1=on		No

		SessionTimer		int		300		[30~65535]		Seconds		sipUsers		sipUser		Session Timer Range:min:300 s		No

		SecondProxyServerAddress		string		empty		[0~50]				sipUsers		sipUser		Secondary OutboundProxy Server		No

		PollingRegistrationTime		int		32		[20s~~60s]		Seconds		sipUsers		sipUser		Polling Interval Time Of Registration Range 20s~~60s		No

		RegisterMethod		int		0		0=SIP 1=TEL				sipUsers		sipUser		Register Method Value 0=SIP 1=TEL		No

		DNSSRVEnable		boolean		0		0=off; 1=on				sipUsers		sipUser		DSN-SRV Enable Value 0=off 1=on		No

		RegisteredNAT		boolean		0		0=off; 1=on				sipUsers		sipUser		Registered NAT Enable Value 0=off 1=on		No

		RingFilename		string		Ring1		Ring List				sipUsers		sipUser		The Ring name for Account 1 Defualt:none		No

		KeepaliveEnable		boolean		0		0=off; 1=on				sipUsers		sipUser		UDP Keep-alive Message Value 0=off 1=on		No

		KeepaliveInterval		int		30		[15---60s]		Seconds		sipUsers		sipUser		UDP Keep-alive Interval  Range:15---60s		No

		AnonymousCallReject		boolean		0		0=off; 1=on				sipUsers		sipUser		Anonymous Call Rejection Value 0=off 1=on		No

		ProxyEnableFlag		boolean		0		0=off; 1=on				sipUsers		sipUser		Proxy Server Enable		No

		AutoAnsEnableFlag		boolean		0		0=off; 1=on				sipUsers		sipUser		AutoAnswer Enable of Accounts		No

		SessionTimerRefresher		int		0		0=UAS  1=UAC				sipUsers		sipUser		Which side to refresh the session.Uac:To refresh the session from the client side.Uas:To refresh the session from the server side		No

		UserphoneEnable		boolean		0		0=off; 1=on				sipUsers		sipUser		If it is enabled.there will be a sign user=phone in the Invite packet of SIP message		No

		ConferenceWay		int		0		0=On phone;1=On server				sipUsers		sipUser		Conference way

		ConferenceNum		string		0		[0~32]				sipUsers		sipUser		Network-based conference URI

		SIP Encryption (related with SIP accounts) (Tou update)																No

		SipEncry id		int		0/1		0=Account 1 1=Account 2				SipEncrys		SipEncry		The first SIP Encryption		No

		EncryptionNum		string		empty		[1-256]				SipEncrys		SipEncry		Encryption Key		No

		EncryptionType		boolean		0		0=off; 1=on				SipEncrys		SipEncry		SIP Encryption		No

		RTPEncryption		boolean		0		0=off; 1=on				SipEncrys		SipEncry		RTP Encryption		No

		SignalingEncryption		boolean		0		0=off; 1=on				SipEncrys		SipEncry		Encryption Algorithm 0=RC4		No

		SRTPEncryption		int		0		0=off ;1=optional;2=compulsory				SipEncrys		SipEncry		SRTP OPTION

		Phone Setting > Basic > Call																No

		Headphonesmode		int		0		0=Normal; 1=Seat Mode				modes		mode		Mode: 0=Normal; 1=Seat Mode		No

		RingMode		int		0		0= Headset  1= Speaker				modes		mode		Ring Type On Seat Mode: 0= Headset  1= Speaker		No

		Network > Advanced > VPN (To updat)																No

		VPNUserName		string		empty		[0-30]				VPNs		VPN		VPN username		No

		VPNUserPassword		string		empty		[0-40]				VPNs		VPN		VPN Password		No

		VPNServer		string		empty		[0-40]				VPNs		VPN		VPN Server IP		No

		Enable		boolean		0		0=off; 1=on				VPNs		VPN		VPN Enable		No

		Type		int		0		0=l2tp				VPNs		VPN		0=l2tp		No

		Network > Advanced > VLAN																No

		LocalEnableVlan		boolean		0		0=Disable 1=Enable				VLANs		Vlan		LAN Port Enable VLAN		No

		PCEnableVlan		boolean		0		0=Disable 1=Enable				VLANs		Vlan		PC Port Enable VLAN		No

		LocalVID		int		0		[0-4094]				VLANs		Vlan		LAN Port VID		No

		PCVID		int		0		[0-4094]				VLANs		Vlan		PC Port VID		No

		LocalPriority		int		0		[0-7]				VLANs		Vlan		LAN Port Priority		No

		PCPriority		int		0		[0-7]				VLANs		Vlan		PC Port Priority		No

		PhoneBook > LDAP																No

		id		int		0/1		0=LDAP1 1=LDAP2				LDAPs		ldap		0=LDAP1 1=LDAP2		No

		LDAPName		string		empty		[0-100]				LDAPs		ldap		LDAP Name Filter		No

		LDAPNumber		string		empty		[0-100]				LDAPs		ldap		LDAP Number Filter		No

		Address		string		0.0.0.0		[0-100]				LDAPs		ldap		Server Address		No

		Com		int		389		[1-65535]				LDAPs		ldap		LDAP Port		No

		Base		string		empty		[0-100]				LDAPs		ldap		LDAP BASE		No

		UserName		string		empty		[0-100]				LDAPs		ldap		LDAP Username		No

		Password		string		empty		[0-100]				LDAPs		ldap		LDAP Password		No

		MaxHit		int		50		[1-32000]				LDAPs		ldap		Max. Hits Range		No

		Name_Attribites1		string		empty		[0-100]				LDAPs		ldap		LDAP Name Attributes 1		No

		Name_Attribites2		string		empty		[0-100]				LDAPs		ldap		LDAP Name Attributes 2		No

		Name_Attribites3		string		empty		[0-100]				LDAPs		ldap		LDAP Name Attributes 3		No

		Number_Attribites1		string		empty		[0-100]				LDAPs		ldap		LDAP Number Attributes 1		No

		Number_Attribites2		string		empty		[0-100]				LDAPs		ldap		LDAP Number Attributes 2		No

		Number_Attribites3		string		empty		[0-100]				LDAPs		ldap		LDAP Number Attributes 3		No

		Protocol		int		3		[2-3]				LDAPs		ldap		Protocol  Enable 2= Version2  3= Version3		No

		Deslay		int		0		[0-2000]				LDAPs		ldap		Search Delay(ms) Range		No

		call		boolean		1		0=off; 1=on				LDAPs		ldap		LDAP Lookup For Incoming Call		No

		Results		boolean		1		0=off; 1=on				LDAPs		ldap		LDAP Sorting Results		No

		PreDial_Dial		boolean		0		0=off; 1=on				LDAPs		ldap		LDAP Lookup For PreDial/Dial		No

		Network > Advanced > 802.1x Settings

		c8021xType		int		0		0=off; 1=EAP-MD5; 2=EAP-TLS; 3=PEAP_MSCHAPv2; 4=EAP_TTLS				E8021xs		E8021x		802.1x Authentication mode		Yes		enum

		Identity		string		empty		[0-30]				E8021xs		E8021x		802.1x Identity		Yes

		Password		string		empty		[0-40]				E8021xs		E8021x		MD5 Password		Yes

		Device_Cert		string		empty		[0-50]				E8021xs		E8021x		Device Certificates		Yes

		CA_Cert		string		empty		[0-50]				E8021xs		E8021x		CA Certificates		Yes

		Phone Settings > Basic > EP+

		EnableMultiMedia		int		0		0=off; 1=Direct Connect; 2=Roaming				MultiMedias		MultiMedia		EP+ connect type		No		enum

		Password		string		root		[0-30]				MultiMedias		MultiMedia		EP+ connect password		No

		OutCode		string		empty		[0-50]				MultiMedias		MultiMedia		Out Code		No

		OutCodeLen		int		0		[0-65535]				MultiMedias		MultiMedia		Out Code Length		No

		DoorbellCode		string		empty		[0-50]				MultiMedias		MultiMedia		Door bell Code		No

		OpenDoorPwd		string		empty		[0-30]				MultiMedias		MultiMedia		Open Door Password		No

		RoamingAddr		string		empty		[0-200]				MultiMedias		MultiMedia		Roaming Server Address		No

		RoamingPort		int		0		[0-65535]				MultiMedias		MultiMedia		Roaming Server Address port		No

		GroupName		string		empty		[0-64]				MultiMedias		MultiMedia		Group Name		No





Extern.xml

		name		type		default value		allowed values		unit		main category		category		description		DM		Mandatory/Optional		label		details		requires reboot

		The memory keys of web page

		id		int		0-7		0-7				hotlines		hotline		id means serial number, the first one is '0'		no		Optional						No

		HotlineNum		string		empty		[0~32]				hotlines		hotline		Number		no		Optional						No

		SipAccounts		int		0		0=Account1 1=Account2 2=Account3				hotlines		hotline		"0"means account 1, 1" means account 2, and so on. If it is any account, accountid=127		no		Optional						No

		ID				0-7		memory keys id				hotlines		hotline		the same with id		no		Optional						No

		Type		int		1		1 = blf; 2 = prefix; 3 = bla; 4 = dtmf; 5 = speed dial 6=paging 7=call park 8=intercom 9=pick up 10=xml brower 11=broadsoft blf				hotlines		hotline		Type		no		Optional						No

		Name		string		empty		[0~20]				hotlines		hotline		Name		no		Optional						No

		line keys (The maximum quantity is 1)																no		Optional						No

		id		int		0-1		0-1				Programbuttons		Programbutton		id means serial number, the first one is '0'		no		Optional						No

		Num		string		empty		[0~32]				Programbuttons		Programbutton		Number		no		Optional						No

		SipAccounts		int		0		0=Account1 1=Account2 2=Account3				Programbuttons		Programbutton		"0"means account 1, 1" means account 2, and so on. If it is any account, accountid=127		no		Optional						No

		Type		int		1		0=line;1 = blf; 2 = prefix; 3 = bla; 4 = dtmf; 5 = speed dial 6=paging 7=call park 8=intercom 9=pick up 10=xml brower 11=broadsoft blf				Programbuttons		Programbutton		line keys Type		no		Optional						No

		Name		string		empty		[0~20]				Programbuttons		Programbutton		line keys Name		no		Optional						No





Phonebook.xml

		Name		type		default value		allowed values		Unit		main category		Category		Description		Details		MMI / file or both		Mandatory/Optional		requires reboot		OV8770 label

		Phonebook.xml/Enterprise_Phonebook.xml (Enterprise Phonebook support 800)

		Phonebook Contact

		id		int		0-299		0-299				PhoneBooks		book		SN of phone, the first one is "0",the max value is 299		no		Optional						No

		Bookid		int		0-299		0-299				PhoneBooks		book		as same as id		no		Optional						No

		accountid		int		127		0=Account1 1=Account2 2=Account3 127=auto				PhoneBooks		book		related account,"0" means account 1,"1"means account 2,and so on,but 127 is auto		no		Optional						No

		Descriptor		string		empty		[0~50]				PhoneBooks		book		Descriptor		no		Optional						No

		GroupName		int		empty		[0~50]				PhoneBooks		book		The  First  Group Name		no		Optional						No

		GroupNameTwo		string		empty		[0~50]				PhoneBooks		book		Name		no		Optional						No

		FirstName		string		empty		[0~50]				PhoneBooks		book		First Name		no		Optional						No

		LastName		string		empty		[0~50]				PhoneBooks		book		Last Name		no		Optional						No

		MobileNum		string		empty		[0~32]				PhoneBooks		book		MobileNum		no		Optional						No

		OfficeNum		string		empty		[0~32]				PhoneBooks		book		Office Num		no		Optional						No

		OtherNum		string		empty		[0~32]				PhoneBooks		book		OtherNum		no		Optional						No

		Phonebook Group Setting

		id		int		0-99		0-99				PhoneBooks		group		SN of group,the first is "0",the max value is "99"		no		Optional						No

		groupid		int		0-99		0-99				PhoneBooks		group		as same as id		no		Optional						No

		name		string		empty		[0~50]				PhoneBooks		group		name of group		no		Optional						No

		Descriptor		string		empty		[0~50]				PhoneBooks		group		descriptor of group		no		Optional						No
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Auto-provision AES feature use Instructions

Work Process : AES encrypt tools do encrypt to the configuration files, Automatic upgrade and download the AES encrypted configuration and do AES decipher.  


Use Steps :


1. Firstly, you should encrypt configurations files by using the AES Encrypt tools (such as Rijndael.exe

[image: image1.emf]Rijndael.exe


 ). Use method of Rijindael as picture's description.


· Input the secret key at first, select the length of the secret key. 


Notice the secret key should according to the followings rules:


1. When the secret key is less than or equal to 128 bit the missing bit of secret key use number one complemented.


2. When the secret key is less than or equal to 192 bit, greater than 128 bit, the missing bit of secret key use number one complemented.


3. When the secret key greater than or equal to 192 bit, using 256 bit secret key to encrypt, the missing bit of secret key use number one complemented, over bit discarded.


· For example, I set the secret key as 123, the length of the secret key is 128 bit. As the picture description. 
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· Click "encrypt file", popping the folder browse dialog, select the configuration files which you want to encrypt, then select encrypt files' save path and file name.


· Encrypted files' name should modify to automatic upgrade name (files' name please check the user's manual file)


2. The configuration on the website are as follow: 
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3. At last, you should do the automatic upgrade, the finished.
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